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Crtpykrypa ¢GoH/Ia OlIeHOYHBIX CPEICTB

no gucuumiune « Mudopmanuonnas 6e30n1acHOCTH)
no criermanbHocT 09.02.07 UHdopmannoHHbie CUCTEMBI M POTPAMMHUPOBAHUS

Ne Conep:xkanue OcHOBHBIE TOKA3aTeJIH MeTtoabl OLICHKH
OLIEHKH
pe3yJibTaTa
YmeHus:
OK | V 1 onpenensate HeOOXOIUMBIit Co3nanue yCTHOTO U KonrposnsHas padoTa,
1 YPOBEHb OE30IIaCHOCTH IIMCbMEHHOTO TEKCTa B KOHTPOJIbHBIN TECT,
uHdopmanuu COOTBETCTBUHU C MUHH-COYMHEHHUE,
V 2 npaBUIIbHO OPraHU30BaTh cuTyauuei obuienus, 1y OM4YHOe
MEPOIIPHUSATHS 10 3aIIUTE KOMMYHUKaTHBHON BBICTYILICHHE,
nH(pOpMAIIHH; 3aJa4en, MIPOMEXKYTOYHAs
VY 3 npuMeHsIThH B CaMOCTOSITENIbHOE arrectanus B popme
npoheCCUOHATLHOM IeATETFHOCTH | BBIIIOJTHEHUE YCTHOI'O 3a4€Ta,
HOPMAaTUBHO-TIPABOBYIO 0azy CEMHUHAapPCKUX U HKCIEPTHOE
MH(QOPMAIMOHHOH 6e30MacHOCTH. | HIPAKTHYECKUX paborT, Ha0JoIcHHE
pEIICHHE CUTYaIllHOHHBIX
3a1a4
[IK | ¥V 4 ucnonb3oBaTh MeTO1bI 3a1UTH | CaMOCTOATETHLHOE [Ty6nuanoe
4.4 | mporpaMMHOro obecreyeHus BBITIOJTHEHHE BBICTYIUICHUE,
KOMIIBIOTEPHBIX CUCTEM; CEMHHAPCKHX H MIPOMEKYTOUHAS
V 5 BeIOMpaTh U KCITOIB30BATh MPAKTUYECKHUX PadoT, aTTecTarus B hopme
METOJIBI U CPEICTBA 3AIUTHI peIIeHHEe CUTYAllHOHHBIX | YCTHOTO 3a4eTa,
KOMITBIOTEPHBIX CUCTEM 3a1a4 DKCIIEPTHOE
IporpaMMHBIMHU U annapaTHbIMU Bemonnenne HaOJIr0IeH1E
CpEeICTBaMH. HCCJIEI0BATEIBCKOM
TBOPUYECKOH paboThI,
CaMOCTOSITENIbHOE
BBITTOJTHEHHUE
CEeMMHAPCKUX U
MPAKTUYECKUX padoT,
pellIeHHe CUTYallMOHHbBIX
3aja4
3HaHuA:
OK |3 1 ocHOBHbIE TOHATUS, OOBEKTHI, Huddepenunanus YcTHBIM ompoc,
1 LEJIN U 3a]1a41 3aIIUThI MOHATHUH, CBA3aHHBIX C MIPOMEKYTOYHAs
nH(popManuu; 3amuToN HHMOPMAITUH; aTTecTarus B hopme
3 2 yrpo3sl HHPOPMAITMOHHON dbopmynupoBaHue YCTHOTO 3a4eTa,
0€30MMacCHOCTH — X OCHOBHBIX 1IeJIel U 3a7]ad | 9KCIIEpTHOE
KJIaCCU(UKALUIO U UCTOYHUKH 3alUThl HH(pOPMALUU Habmro1eHne
BO3HUKHOBEHHUS; [lepeuncienne OCHOBHBIX
3 3 npuemsl 3auTsl HHQOpMaIK; | yrpo3 HHGOpMarmoHHON
3 4 BUIBI M XapaKTEPUCTUKU 0€30macHOCTH,
COBPEMEHHBIX CPEJICTB 3aIUTHI. KJIacCU(UKAILIUH UX T10
3 5 xnaccudukanuio u MIPU3HAKY; ONKMCAaHUE
XapaKTepUCTUKY KOMITBIOTEPHBIX UCTOYHHUKOB
BHPYCOB; BO3HHUKHOBEHHUS YTPO3.




Ilepeunciienne npueMoB
3alUTHI, BUIOB U
XapaKTePUCTUK CPEJICTB
3aIUTHI
UH(POPMALMOHHOM
0€3011acHOCTH; OIICAHHE
COBPEMEHHBIX CPEJICTB
3aIUTHL;
muddepeHranus BuIa 1
XapaKTePUCTUKU CPEJCTB
3aIIUTHI

[Tepeuncnenue
KOMITBIOTEPHBIX BUPYCOB,
KJ1acCU(UKALU UX 110
MPU3HAKY W BHIY;
OMHCaHNE UCTOYHUKOB
BO3HMKHOBEHHSI BUPYCOB.

IIK
4.4

3 6 00110 XapaKTEepUCTUKY
CPEACTB HEUTpAIH3ALINHI
KOMIIbIOTEPHBIX BUPYCOB

3 7 HOpMaTUBHO-IIPaBOBYIO 0azy

nH(pOpMaITMOHHOM 0€30MMacCHOCTH.

[lepeuncnenue cpeacTs
HEUTpalIu3aluu
KOMITBIOTEPHBIX BUPYCOB;
OTIHMCaHHE XaPAKTEPUCTHK
COBPEMEHHBIX CPEJICTB
3alIHTHI,
nuddepeHmanus cpecTs
3aIIATHI
Huddepenmmanus
HOPMAaTHBHO-TIPABOBOU
0a3bl; epevucieHue
JIOKYMEHTOB; OITUCAHNE
HOPMAaTUBHBIX U
IIPAaBOBBIX JIOKYMEHTOB

YcTHbli onpoc,
MIPOMEKYTOYHAS
atrecranus B hopme
YCTHOT'O 3a4eTa,
AKCIIEPTHOE
HaOII0IeHHE,
aHAITM3UPYIOIIAs
Tadyma, myoIMIHOe
BBICTYIUICHHE




Neri/m | Tema u3 paboueii | IIpoBepsiembie HanmenoBanue OLIEHOYHOTIO CpeCTBA Kpurepuu onienuBanus
IPOTpaMMBI yMEHus,
3Hanus1, OK,
IK
1. OcHoBHbIE v1,2,3 VYeTHbli onpoc 110 Teme (5 BOIIPOCOB) 5 mpaBUIIBHBIX OTBETOB — 8-9 OaioB
HIOHATHUS TEOPUH 31,2; 4 paBUIIBHBIX OTBETOB — 6-7 6a/I0B
UH(POPMALIMOHHOM OK 1; [TpakTuyeckas pabora « OCHOBHBIEC THIIBI YTPO3 3 mpaBUIIBHBIX OTBETOB — 4-5 OaiioB
0€30I1aCHOCTH. K 4.4 MH(POPMALIMOHHON CUCTEMBD». 2-0 npaBUIIbHBIX 0TBETOB — () OaIOB
CamocrosrenbHas padora no reme «Vctopust pa3BuTHs Beimonnenne npaktuyeckoil pabGoTel 6-7
MH(}OPMaLMOHHON 0O€30M1aCHOCTI» Oasa
BrinonHenue camocrtosiTenbHON paboTsl -4
Oamna
Hcnonp3oBanue JIOTIOJIHUTEIBHOTO
Marepuana — 2 6amr
2. MeToabl 3a1IUThI Vv 3,4,5; YcTHBIN ompoc 1o TeMe (5 BOMpocoB)
MH(pOPMALMOHHON | 32,3 4 5 6, 5 MIpaBWIBHBIX OTBETOB — 8-9 GayioB
CHCTEMBI 7: 4 mpaBUIILHBIX OTBETOB — 6-7 6ayIOB
OK 1: [TpakTrueckast padora Ne 1 CuMMeTpUYHbIE aITOPUTMBI. 3 mpaBWIbHBIX OTBETOB — 4-5 OaJlIoB
K 4.4 [udps! nepecTaHOBKH. 2-0 mpaBUIBHBIX 0TBETOB — () OaIoB

[TpakTueckas padota Ne 2 [TotokoBoe u 0104HOE
mudpoBanue

CamocTtosarenbHas padorta «M3yueHune Bo3neHCTBUs
KOMIBIOTEPHBIX BUPYCOBY

CamocrositensHas pabota «MexaHu3Mbl HACHTH(PUKAITNHA
U ayTeHTU(DUKALTAN

HccnenoBatenbckas pabota «/3yueHre KOMIbIOTEPHBIX
BHPYCOB M AaHTHUBUPYCHBIX IPOTPAMM»

Beimonnenne mnpakrtudyeckoit paboTel 5-6
Oamna
Brinmonnenue camocrosiTenbHON paboThl -4
Oama

BrimonHenue uccie0BaTebekoit paboThl -
5 Oana




IIpaBoBoe
obecrieueHue
nH(pOpMaITMOHHOM
0e30MmacHOCTH

Vv 3,4,5;
33,4,5,7;
OK1
I[IK 4.4

YcTHbI# onpoc mo TeMe (5 BOIpPOCOB)

[TpakTuaeckast paborta Nel. «ITouck mpaBoBBIX
JIOKYMEHTOB JJIs1 3alUThl UHGOpPMAIIMU B CCTEME
KOHCVYIJIbTAHT+»

[TpakTuueckas pabota Ne 2 «PenieHne mpaBoBbIX acClIEKTOB
3alUThl HH(OPMALIUN»

NuauBunyanbaas padota «Co3laHue CHCTEMBbI 3aIUTHI
nH(pOpMaUK Ha IPEANPUITHI

5 MpaBWIBHBIX OTBETOB — 8-9 GaioB
4 mpaBUIILHBIX OTBETOB — 6-7 6ayIOB
3 mpaBWIBHBIX OTBETOB — 4-5 GasioB
2-0 mpaBUIBHBIX 0TBETOB — () OaIoB

Beinonnenue npakruyeckux padot Ne 1-2 -
5-6 6amna

BrimonHeHe WHAWBHIyalIbHOW pabOTHI —
10-15 6annos




lNMepeyeHb BONPOCOB ANA YCTHOro onpoca no teme 1.
1. Tlonsatue uHHOpMaAIIMOHHON O6€30MaCHOCTH
Cocrapnsronre HHPOPMAIIMOHHON 0€30IaCHOCTH
OcHoBHBIE ompeiesieHrs THHOPMAITMOHHONW 0€3011aCHOCTH

HcTopust pa3BuTHs HHPOPMAITMOHHON 0€30MacHOCTH

2
3
4
5. Peanuzanus noHsTHs «uHbOpMaoHHAasE 0€30MaCHOCTH
6. Hopmarusubie nokymentsl no b

7. Opransl (moapasnencuus) odbecneunBaromume b

8

OpraHu3anroOHHO-TEXHUYECKHUE U PEKUMHBIC Mepbl U MeTo1bI ([TonuTrka HHPOPMAIMOHHOM
0€30IaCHOCTH ).

9. IIporpamMMHO-TeXHHYECKHE CIOCOOBI U CpeicTBA 0OecTedeHns MHPOPMALMOHHOM O€301TaCHOCTH
10. ITonsiTue yrpo3sl U €e OCHOBHBIE CBOWCTBA
11. Kiaccer yrpo3 uHGOpPMAITMOHHON 0€301acHOCTH

12. Kanabl HECaHKIITHOHUPOBAHHOTO JJOCTYTIA K HH(POpMAIHH



Cemunap «Acropusi pa3BuTust HHPOPMALMOHHON 0€30IIACHOCTID)

Mepuog (Br..) XapaKtepuctuka

3Tana




lNMepeyeHb BONPOCOB ANA YCTHOroO onpoca no teme 2.

1.

2
3
4
5.
6
7
8
9

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

Bupycsl, kak yrpo3a nH(popMaoHHON 6e301acHOCTH

Krnaccudukanys KOMIObIOTEPHBIX BUPYCOB

XapakTepucTrka "BUPyCONOI00HBIX" MporpaMM

AHTUBHPYCHBIE IPOTPAMMBI

[IpodunakTrka KOMIBIOTEPHBIX BUPYCOB

OOHapy:keHne HEeN3BECTHOTO BUpyca

Onpenenenue nousaTuii "uneHrudukanus” u "ayrenruduxanus”

Mexanusm uneHTuduKanus u ayTeHTUGUKaIus MoJb30BaTeNen

OOmme cBenenus 0 kpunrorpaduu

[IporpaMMHBIe cpecTBa KpUNITOTpaPUUIECKOM 3aIUThI

OO6mume cBeeHus o0 mMudpoBaHUU

CuMMeTpUYHBIE U ACHMMETPUYHBIE METOIbI ITU(PPOBAHUS

MexaHu3M 3JIeKTPOHHOUN U(PPOBOM MOATUCH

MeTtobl pa3rpaHudYeHusl J1oCcTyna

ManaaTtHoe 1 TUCKPETHOE YIIpaBJIeHUE JOCTYIIOM

Omnpenenenue U coiep>kaHle PerUCTpalluy U ayAuTa UHOOPMAIIMOHHBIX CUCTEM
Oranbl perucTpaluy U METObl ayIUTa COOBITUN NH(POPMALITMOHHON CHCTEMBI
Me:xcereBoe 3KpaHHpPOBaHHE

XapaKTepUCTUKA MEKCETEBBIX IKPAHOB



CamocToATenbHanA paborta «M3yueHne BO3AEMCTBUA KOMNbIOTEPHbIX BUPYCOB»

1. Kakou Bng BnpycoB Hanbonee pacnpocTpaHAEMbI B pacnpeseneHHbIX
BbIUMCINTENbHBIX ceTAX? Movemy?

2. Coopmynunpynte NnprsHaKm CTeNc-BUPYCOB.

3. MoscHuTe camowndpoBaHMe U NOJAUMOPPUYHOCTb KaK CBOMCTBA KOMMbIOTEPHbIX
BMPYCOB.

4. MoAcHUTEe MexaHU3m GYHKLMOHMPOBaAHUA "TPOAHCKOM nporpammsbl” (normyeckom
60Mmbbl).

[na co3gaHna Kaknx BUPYCOB UCNO/b3YHTCA NOAMMOPOUK-reHepaTopbI?
MpUHUMNbI PYHKUMOHUPOBAHMA 6NOKMPOBLLMKOB U UMMYHW3aTOPOB.

Kakune dakTopbl onpeaenatoT KayecTBo aHTMBMPYCHOM NporpamMmmsbi?

© N o WU

Kakne ocobeHHOCTM 3aparkeHnsa BUPyCaMm Npm UCNO/Ib30BaHUM 3/IEKTPOHHOM
noyTbl?

9. I'IepeqmchTe OCHOBHbI€e nNpaBnaa 3aWnTbl OT KOMIMbIOTEPHbIX BUPYCOB, NOJ1ly4aemMbliX
He U3 BbIYMC/INTENbHbBIX CETEMN.

10.ABnAeTca M Hannuume CKpbITbIX INCTOB B Excel npu3Hakom 3aparkeHus
MaKpoBUpPycom?



UccnepgoBatenbckana paboTta « AHaIM3 KOMNbIOTEPHbIX BUPYCOB U aHTUBUPYCHDbIX

nporpamm»

1. Ananu3 3 cambIX MOMYJSPHBIX KOMITBIOTEPHBIX BUPYCOB. 3aMOIHUTH TAOIHUILY:

Kaace KB (3 knaccudukaropa)

Croco0bI

IIpusnaku
Ha3zBanue P

HAJINYUA €ro Cpena
BHpYyca

B [IK obuTaAHUA

OcoGennoctu
ajJiropuTMa
padoThbI

JecTpykTUBHBIE
BO3MOKHOCTH

NpoPUIAKTHKHA
U JICYeHUs
JaHHOT0 BHpYcCa

2. Ananmu3 3 cambIX MOMYJISPHBIX AHTUBHPYCHBIX MPOrpaMM. 3arOIHATE TaOIHILy:

HaszBanue AIL

Hcropus,
BepCHUH.

IIpuunna
NOIYJIAPHOCTH.

Kaacce
AIl

JlonosiHUTENbHBbIE
CBeJeHUs




CamocroaTtenbHana pabora «MexaHU3Mbl MAEHTUPUKALUM U ayTEeHTUPUKALUN»

1. Ilepeuncnure BO3MOXHBIC HICHTU(DUKATOPHI IPU peaTu3allii MeXaHu3Ma
UJeHTU(PUKAITIY.

2. Ilepeuncnure BO3MOKHBIE HICHTU(PUKATOPHI IPU peaTn3alii MeXaHu3Ma
ayTEHTU(UKALINH.

3. Kakoii 3 Mexann3mMoB (ayTeHTU(PUKAIIS UK UACHTU(UKALNS) O0Jiee Hae)KHbIIN?
[Touemy?

OnummTe NoaApoOHO MEXaHU3M ayTeHTU(PUKAIIUN TTOJIb30BATEIS.

Kaxkwne Metoap! mudpoBaHus NCTIOIB3YIOTCS B BEIYUCIUTEIBHBIX CETAX ?
[Tosicaure Mexanusm mudpoBanus "HaneTy".

Kak peanuzyercss cHMMETpUYHBIN METO IIU(PPOBAHUS?

Kak peanusyercst acHMMETPpUYHBIN METO IIU(PPOBAHMS?

© ®© N o g &

Uto noHMMaeTcs N0 KJIH0UYOM KPUNITOCUCTEMBI?

10.Kaxoit meTo mudppoBaHus UCHOIB3YETCA B AJIEKTPOHHOU 1IU(PpoBOi moanucu?



IIpakTnueckas padora Nel Cummerpudnbie aaroputmbl. [llIngpsel nepectaHoBKH.

Hens: [To3HAKOMUTBCS C PA3TUYHBIMU CUMMETPUYHBIMU aJITOPUTMaMU IA(QPOBAHUS

3apanmne: 3amudposars cBon PHO pa3IMIHBIME CIIOCOOaAMHU

IIpn mmdpoBanry mepecTaHOBKON CHUMBOJBI MU(PPYEMOTO TEKCTa IIEPECTABISIOTCS II0 OINPEACTICHHOMY
MpaBwly B mpejaenax Onoka 3Toro tekcra. lludpel mepecTaHOBKH SBISIOTCS CaMBIMU MPOCTBIMU M, BEPOSTHO,
CaMBbIMH JIPEBHUMH TG PAMI.

IIndp nepecranoBKH "ckuTaga'

W3BectHo, uro B V Beke M0 Hamied 3pbl npaButenu CnapThl, HanOoJiee BOWHCTBEHHOTO W3 T'PEUYSCKUX
rOCy/IapCTB, UMEIU XOPOIIO OTPa0OTaHHYIO CHCTEMY CEKPETHON BOCHHOHM CBS3M WM IHU(POBAIU CBOM MOCTAHHS C
MTOMOIMIBIO CKUMAA, TIEPBOTO TPOCTEHIIEro KPUOTOTPadUIecKOTO YCTPOHCTBA, PEalM3yIOIIer0 METOJ MpPOCTOM
MEePECTAaHOBKHU.

[udpoBaHre BHINOTHAIOCH CleAyOmUM o0Opa3oMm. Ha cTepkeHb NUIMHIPHYSCKON (OPMBI, KOTOPBIH
Ha3BIBAJICA CKUMAIA, HAMATHIBAIA CHHPANbI0 (BUTOK K BHUTKY) TOJOCKY I€praMeHTa M TMHCAld Ha HEH BIONb
CTEepPXHS HECKOJIBKO CTPOK TEKCTa COOOIIEHM, KaK Ha pUCYHKe 1. 3aTeM CHUMaH CO CTEP)KHS MOJIOCKY MepraMmeHTa
C HaIlMCAaHHBIM TEKCTOM. byKBBI Ha 3TOM MOJOCKE OKAa3bIBAJIUCh PACIOJIOKEHHBIMU XaOTUYHO. Takoil ke pe3ynbTaT
MOJKHO TOJIY4HTb, €CJIM OYKBBI COOOIICHHS MMUCATh 110 KOJIBILY HE TOJPSII, a Uepe3 OMPEASIICHHOE YUCIIO MTO3UIUH 110
TeX TOp, TOKa He OyeT McyepIiaH BeCh TEKCT.

= =

Pucynoxk 1 lludp "ckurana"

Coo6menne HACTYITAMTE npu pa3melenus ero 1o oKpy»kKHOCTH CTEP)KHs 110 TPH GYKBBI JaeT MHU(PTEKCT

HYTAIIECA TH

Jns pacmmpoBaHus TaKOro IMUQPPTEKCTa HYXKHO HE TOJNBKO 3HATh MPaBWIO MHU(POBaHUS, HO U 00JaJaTh
KITIOYOM B BHJIE CTEpP)KHS ONPEICICHHOrO TMaMeTpa. 3Hast TOJIbKO BUj mr(pa, HO HE UMest Kiro4a, pacimppoBarhb
cooOmienue 6bu10 HenpocTo. HIndp ckurana MHOrOKpaTHO COBEPIIEHCTBOBAJICS B ITOCTIEIYOIIIE BpeMeEHa.

HIu¢pyromme TadauLbI

C navana snoxu Bospoxnaenus (konen XIV cronerus) Havajia BO3pOXkIaThes W Kpunrorpadus. Hapsay c
TPaAULUOHHBIMU PUMEHEHUSIMHA KpUNTOTpaduy B MOJIUTHKE, TUINIOMATHA U BOCHHOM JI€JI€ MOSBIISIOTCS U APYTHE
3aJauyd - 3aI0UTa WHTEUICKTYJIbHOW COOCTBEHHOCTH OT IpECceOBaHUI WHKBU3ULMKA WM 3aMMCTBOBAHHH
3JI0yMBIIUIGHHUKOB. B pa3paboTaHHBIX MmHQpax MNepecTaHOBKH TOTO BPEMEHH NPUMEHSIOTCS MUPPYOIIHe
TaOJHUIIBI, KOTOPbIE B CYIIIHOCTH 33JJal0T NPaBWIIa TIEPECTAHOBKU OYKB B COOOIIICHUH.

B kauectBe xitoya B mupyromux TadIuLax UCIoab3y0TCs:

* pa3Mep TaOJIUIIbI;

* CJI0BO WK (pasza, 3a/Iarolue IEPECTaHOBKY;

* 0COOCHHOCTH CTPYKTYPHI TaOJIHIIBI.

OpHUM M3 caMbIX NMPUMHUTHBHBIX TAOJMYHBIX MIM(POB NEPECTAHOBKU SIBISETCS MPOCTas NMEPECTAaHOBKA, JUIS
KOTOPOH KIIFOUOM CITYXKHT pa3Mep TaOJuIpl. DTOT MeTo] mudpoBanus cxojueH ¢ mmdpom cxumara. Hanpumep,
cooO1eHme

TEPMUHATOP [IPUBBIBAET CEABMOI'O B ITOJIHOYb

3aMMChIBAeTCS B TAOJIHUILy TTOOYEPETHO MO cTosbnaM. Pe3ynprar 3amonHeHus TaOMHIbl U3 5 CTPOK U 7 CTOJIOIOB
TIOKa3aH Ha PUCYHKE 2.

[ocne 3anonHeHust TaOIULBI TEKCTOM COOOIIEHUS MO CTONONaM aj1si GOpMHUPOBaHUS MH(PTEKCTa CUUTHIBAIOT
COJEP)KUMOE TaOJIUIBI T10 CTPOKAM.




Pucynok 2 3anonHenne TaOIHIBI U3 5 CTPOK U 7 CTOJIOIOB

Ecnu mudpTekcT 3anuchiBaTh IPyIIaMu 110 MTh OYKB, TOIy4aeTcs TaKoe MU(PPOBAaHHOE COOOIICHHUE:

THIIBE I'JTEAP AIOHP TUEBB OMOBT MITYUP bICOOb

EctecTBeHHO, OTIpaBUTENb M MOIy4aTesIb COOOIIEHHS NOJDKHBI 3apaHee yCIOBUThCA 00 00IIeM KIIFOYE B BUIE
pasmepa tabnunpl. Crieayer 3aMeTHTh, YTO 00beqHEeHHEe OYKB IMUQpTEKCTa B 5-OyKBEHHBIE TPYMIBI HE BXOAUT B
K04 mmdpa U ocymecTBIsieTcsl A yAoOCTBa 3alyCH HECMBICIOBOro Tekcra. [Ipu pacmmppoBaHun AeHCTBHS
BBINOJIHSIOT B 00PaTHOM MOpPSAKE.

Heckonbko OombIeli CTOWKOCTBIO K PACKPBITHIO 00JIalaeT METON IIMGPOBAHMS, HA3bIBAEMBIM OIMHOYHOM
MEPECTaHOBKON MO KIIIOYY. DTOT METOJ OTIAMYACTCS OT MPEABIAYIIEro TeM, YTO CTOJIONBI TaOIUIBI IEPECTABISIIOTCS
10 KJIFOYEBOMY CIIOBY, (hpa3e Wix HaOOpy YHCEN JUIMHOW B CTPOKY TAOJIUIIBL.

[IpumMeHHM B KauecTBe KJIr04Ya, HalpuMep, CII0BO

[IEJIUKAH,
ITIE|I|H| K| A | H AE/R|E|IT|H|I
712|513 4 1 & 1123|4567
TIHIO|E|E | T | I TH|IB|E|II|I|T
ElA|P|lA |0 H DA|A|TJ|P|H|E
PITIH|E|E|EB | O E|T|E|E|H|O0|F
M|l |B|T|M|II |1 IIjMo|TIME|T|M
H|P|E|C| O |0 | E O|P|C|O|H|E|H
o mepeCTaHOBKM Mocne NepeCTAHOBHEM

Pucynok 3 TaOmuirs1, 3aM10THEHHBIE KITFOUEBBIM CJIOBOM M TEKCTOM COOOIIEHUS

a TEeKCT COOOLICHHUST BO3bMEM U3 NpeAbIyIero npuMepa. Ha pucyHke 3 mokasaHsl JBE TaOIUIIbI, 3aTI0OTHEHHEIC
TEKCTOM COOOIIEHUSI U KIFOUEBBIM CIIOBOM, IIPH 3TOM JieBasi TAOJIHIIa COOTBETCTBYET 3allOJTHEHUIO /10 TIEPECTAHOBKH,
a rpasas TaOIMLA - 3aT0JHEHHIO [10CTIe TEPECTaHOBKH.

B BepxHeli cTpoke jeBOi TaOIMITBI 3aMMCcaH KIII04, a HOMepa 1Mo OyKBaMH KIII0ua ONpeAeieHbl B COOTBETCTBUU
C ECTECTBCHHBIM IOPS/IKOM COOTBETCTBYIOIIMX OYyKB Kiroua B andaBute. Eciu ObI B KIIOYe BCTPETHIINCH
OJIMHAKOBBIE OYKBbI, OHH OBl ObUTH IOHYMEpPOBAHBI ClIeBa HampaBo. B mpaBoii Tabauiue CTONONBI IepecTaBIeHb! B
COOTBETCTBHU C YIOPAJOYEHHBIMH HOMEpPaMHu OyKB KITIOYa.

[Tpy cYMTHIBAHUY COAEPKUMOTO MPABOM TAOIUIIBI IO CTPOKAM M 3alMCH MIH(PTEKCTa TPYNIaMH 10 MATh OYKB
MOJy4YUM MH(POBAHHOE COOOIIEHHE:

I'HBEIT JITOOA APHEB TEBMO PIIOTM BUMOP CObIbA

Jnst obecnieueHHs JOTOJHUTEIBHON CKPBHITHOCTH MOYKHO MOBTOPHO 3amM(poBaTh COOOIIEHHE, KOTOPOE YiKe
npouuto mmdposanue. Takoit Meron MHUGPOBAHUS HA3BIBACTCS OBOUHOU nepecmanosékol. B ciydae nBOMHON
MEPECTAHOBKH CTOJOLOB M CTPOK TaOJNHUIBI IEPECTAHOBKU OMPEACISIOTCS OTASIBHO AJsl CTOJIOLOB M OTACIBHO IS
ctpok. CHauana B TaOJIMIy 3aluChIBa€TCS TEKCT COOOIIEHHMS, a TIOTOM MOOYEPEHO MEPECTaBISIOTCS CTONOIBI, a
3ateM cTpoku. [Ipu pacimimdpoBaHny MOPSAOK NEPECTAHOBOK JOJKEH OBITH OOPaTHBIM.

[Tpumep BeimosnHEHNsT MM(POBAHUS METOJIOM ABOMHOM MEpecTaHOBKHU MTOKa3aH Ha pucyHke 4. Eciu cunThiBaTh
mudpTEeKCT U3 MpaBoil TabIMIIBI TOCTPOYHO OJIOKAMH 10 YETHIPE OYKBBI, TO MOJIYUUTCS CIEAYIOLIee:

THOAE OOI'M PJIWIT ObCB

Kirouom k mmdpy 1BOMHON MEPECTAHOBKHU CIYXKHT MOCIIEI0BATEIILHOCTH HOMEPOB CTOJIOLOB H HOMEPOB CTPOK
UCXOIHOU TaOIuUIB (B HAIIEM puMepe rnocienoBarenbHocTH 4132 1 3142 cOOTBETCTBEHHO).
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HMoxoOHaA MNepecTaHOBKA MepecTaHOBKEA

TaBIHIA CTONBIeE CTROE

Pucynoxk 4 IIpumep BbinosiHeHUs IMGPOBaHUS METOJIOM JIBOMHOM MEpecTaHOBKH

Uncno BapuaHTOB ABOWHOW NIEPECTAHOBKH OBICTPO BO3PACTAET MPH YBEIWICHUN pa3Mepa TaOIHIIbL:



* st TabnuIel 3X3 36 BapHaHTOB;

* st TabnuIel 4x4 576 BapuaHTOB;

* 1t Tabsmiet 5x5 14400 BapuaHTOB.

OpHako IBOMHAS NIEPECTAaHOBKA HE OTIIMYACTCS BHICOKOW CTOWKOCTHIO M CPAaBHUTEIBHO MPOCTO "B37IaMbIBacTCS "
TIpH JTFOOOM pa3Mepe TaOIuIIhI UG POBAHIS.

IIpuMeHeHHe MATHYECKHUX KBAIPATOB

B cpennue Beka s mmpoBaHus IEPECTAHOBKON MPUMEHSUTUCH M MarHUECKUE KBAAPATHI.

Mazuueckumu keadpamamu Ha3BIBAIOT KBaPaTHBIC TAOJHUIIBI C BIIMCAHHBIMH B UX KJICTKH ITOCIICIOBATEIIBHBIMU
HaTypaJbHBIMH YHCIIAMH, HauWHas OT 1, KOTOpBIE AAalOT B CYMME IO Ka)KJOMY CTOJOIY, K&KJOW CTPOKE U KaxIoi
JMaroHaad OJHO U TO K€ YHCIIO.

[udpyeMblii TEKCT BIHMCHIBAIM B Mard4ecKUe KBaIpaThl B COOTBETCTBHM C HyMmepalueidl ux KieTok. Eciu
3aTeM BBINMACATh COAEPKMMOE TaKOW TaONWIBI MO CTPOKaM, TO TMONYYHTCS IMUGPTEKCT, CHOPMHUPOBAHHBII
Onarojapsi epecTaHOBKE OYKB MCXOIHOrO COOOIIeHHs. B Te BpeMeHa CUYMTaIOCh, YTO CO3JAHHBIC C TIOMOIIBIO
MarmyecKux KBaJpaToB MH(PPTEKCTHI OXPAHIET HE TOJLKO KITFOY, HO U Maru4eckas CUia.

IIpuMep Marmdeckoro KBaapaTa M ero 3all0JIHCHHE COOOICHHUEM

I[MPUJIETAIO BOCBMOI'O nokas3an Ha pUCyHKe 5.
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Pucynok 5 IIpumep marngeckoro kBazapara 4x4 1 ero 3armoTHeHNs COOOIIEHIEeM

udprekcT, Moay4aeMblii MPH CUUTHIBAHUU COACPKUMOTO NPaBOH TaOJMIBI MO CTPOKAaM, MMEET BIIOJIHE
3araJl0YHbII BUI:

OHPM EOCIO BTAB JIT'OIT

Yucno Marmdeckux KBaJpaToB OBICTPO BO3pAcCTaeT C yBEJMYEHHEM pa3mepa kBajapaTa. CylecTBYyeT TOIBKO
OJMH Marvn4eckuil KBaapar pasmMepoM 3x3 (eciu He yUuThIBaTh €ro noBopoThl). KosnvecTBO Marnueckux KBaapaToB
4x4 cocrapiser yxe 880, a KOMMYECTBO MATMYECKUX KBaapaToB 5x5 - okoio 250000.



IIpakTuueckasi pabora Ne 2 [TorokoBoe u 0J104uHOe N poBaHHE

Henb: Ha KOHKPETHBIX MPHUMEpPax PpacCMOTPETh MH(PPOBAHHE COOOIMICHWH CHUMMETPHYHOTO AallfOPUTMa
UQpPOBaHUS, ONPEACIUTH KAaKOE MTPOrpaMMHOE 00ECTICUSHUE Ha BaIll B3TJIS SIBISICTCS] ONTHMATbHBIM.,

Xoa padoTbl

IMpr mmdpoBaHUM CHUMMETPUYHBIM KITIOUYOM HCIONB3YIOTCSI OJMHAKOBBIC KIIOYM JUIS IMU(QPOBAHUS |
pacimdpoBbIBaHUS co00IeHuH. Kitrou 3TOT UMEIOT (€CITM OH UCTIONB3YyeTCs Ui MU(POBAHUS COOOIICHHUS) TOIHKO
OTIIPABUTEIb U aJ[pecaT, OH HE JIOJDKCH OBITh U3BECTCH TPeThbeMy JuIly. [loaToMy riiaBHas mpodiieMa CHMMETPUYHON
KpUnrorpaduu COCTOUT B MPEABAPUTEIBHON Tiepenavye CEKPEeTHOro KI0Ya OJHUM a0OHEHTOM JIPyroMmy IO
Ha/IGKHOMY KaHaly. JDTO HEyJN0OCTBO, OHAKO, HE MEIIAeT B clydae, KOra co3laTelb U MoydaTeldb COOOIEHHS
OJTHO W TO e JUIO (T.. Bbl MH(pPyeTe CBOK HMHPOPMAIUI0 HA KOMIIBIOTEPE, XPAaHUTE €€ KaKOe-TO BpPEeMs B
3amu@poBaHHOM BHJE, a 3aTEM pacIiu(ppPOBBIBaCTEe, YTOOBI UCITOIB30BATh ).

Kpome jernoBoii mepenvicki y Bac €CTh Bellb, KOHEYHO, U JINYHBIE CEKPEThI, 0 KOTOPHIX HEXENATENFHO 3HATH
JIPYTHM: CIIMCOK Tee()OHOB «HYXKHBIX JIFOJICH»; KaTaJor M30paHHBIX CAaWTOB; MHUChbMa WH(popMaTOopa U3 (UPMBI
KOHKYPEHTA; TUIaH PEKIaMHOM KOMIAaHWW; OW3HEC-TUIaH MPOW3BOJCTBA HOBOTO MPOJAyKTa W T.a. HeT Huuero
HEKOPPEKTHOTO B TOM, YTO BbI XOTHTE COXPAHUTH B TAHE CBOIO KOH(GUICHIIMATBHYIO HHPOPMAITUIO.

3ananue
VYcraHOBHTE TPOTpaMMBI UISi CHUMMETPHYHOTO M AaCHMMETPHYHOTO HIM(POBAHUS COOOUICHWH. 3aroiaHUTe
Tabmuiy 1 (B OiaHKe OTYETa MO MPaKTUYEeCKUM paboram), 3ammdpoBaB cOOOIEHHE, MAIKy ¢ (dailnamu, TpoBepsis
BO3MOXHOCTb CMEHBI THIA IaHHBIX U T.J. [locie paboThl ¢ mporpammoii yaanute ee. CrienaiiTe BHIBOJBL.

Taonuua 1
I[Mporpamma lXapaKTepncTan
becmatnoe 11O
IAES Free OdeHb TpocTas B MOJB30BaHWU Mporpamma. Mcmonp3yer anropuT™ HIHQpOBaHUS
AES, mmuHa xmroda 128 OWT, MakcHMaabHas JTHHA IMapoiis — 7 CUMBOJIOB. MMeerT|
mpenep, apxuBaTop, ITO3BOJISIET CO3/1aBaTh CaMOpacIaKOBLIBAIOIINAECS

mudpoBanHble (haiiibl, U3MEHATH paclIupeHne mudpyemMsx (aios, mmppoBaTh
LIEJIMKOM MAKH CO BCEM COJCPKHMBIM.

FineCrypt OueHb MOIIHAS, HO JOBOJIBHO CIIOXKHAs B MOJIb30BaHUM nporpamma. [Ipennaraer va
BeIOOp 10 anroputMoB mmM(ppoBaHHS, MMEET IIpeaep U apXuUBaTOp, IMO3BOJSET
CO3/1aBaTh CaMOPACIIaKOBBIBAOLIHMECS (Parbl.

Dpcrypto OueHp TPOCTasi B HCHOJNB30BAHUHM NporpamMMa Uil INU(QPOBAHHS OTACIBHBIX
(aiinos. Hcnonws3dyer 8 anroputmMoB. He uMeeT HUKaKMX JOMOJHUTEIbHBIX|
(yHKIHHA.

[Tnataoe I10

EasyCrypto Deluxe OtnuuHO odopMileHHas mporpamMma JUisi IKMGPOBaHUS OTHENBHBIX (ailnos.
Hcnonb3yet anroputm Blowfish ¢ mnmumoii kmoueit ot 40 mo 128 6ut u mapoasmu
mo 8 OYKB.

Crypto-Lock OueHp TpOCTasi Mporpamma sl MU(PPOBaHUS OTACNBHBIX (ainoB. Mcmonbsyer
anroput™ Blowfish. CiocoOHa coznaBath camopacniakoBbIBaronmecst (haiibl.

Iron Key He ouenp ynoOHas B 1moyib30BaHMU niporpamMa. Mcemons3yer anroputm DES, mimna)

KIroda 56 6ut. He mMeer HUKakWX MOMOMHUTENBHBIX (GyHKIWH. [Ipuromna mjis
g poBaHusl OTAENBHBIX (aiIoB.
SafeGuard PrivateCrypto OTnuuHO opopMIIEHHAS M OYEHB MPOCTask MporpaMma st IUQppOBaHUs OTAEIBHBIX
(aitnos. Ucnonszyer ANTOPUTM AES. CriocobHa C03/1aBaTh
caMOpacHaKoBIBAIOLIHECS (aiIbl.

BONBIMMHCTBO WX HACTOJNBKO MPOCTHI B IOJIB30BAHUHM, YTO JFOOOW PEOCHOK, BIIANICIONIUN KOMITBIOTEPOM,
SIBIIICTCS HBIHYE JTyUITUM IMHA(PPOBATHIIMKOM, Ye€M 3HAMEHUTHIE MAaTEMATHKH M pa3BeAUUKH TMpomnioro. JlaBaiite
IMOCMOTPHM, KaK OCYIIECTBIISETCS 3alUTa JOKYMEHTOB Ha MPUMepe NIEPEYHCICHHBIX B TAOJIUIIE TPOrpaMM.



lNMepeyeHb BONPOCOB ANA YCTHOro onpoca no teme 3.
1. MpuHUMNbI NOCTPOEHMUA CUCTEMbI MHPOPMALMOHHON Be3onacHOCTH
2. TpeboBaHus K 3awmTe MHPopmaumm
3. Tanbl pa3paboTkM cncTem 3aLmUThl

4. OCHOBHbIE NONOXKEHNA BarKHENLLINX 3dKOHOA4ATE/IbHbIX aKTOB P® B obnactu MHd)OpMaLI,MOHHOﬁ
6esonacHoCTU U 3alnTbl MH(bOpmaLI,MM

5. OTBETCTBEHHOCTb 3a HapyLweHus B chepe MHGopMaLMOHHON Be3onacHoCTH
6. [MoHATWMe yrpo3bl U ee OCHOBHbIE CBONCTBA
7. Knaccbl yrpo3 nHopmaymoHHoM 6e3onacHoCcTH

8. KaHanbl HeCaHKLMOHNPOBAHHOIO A0CTYNa K MHOpMaLLUK



NupuBuayanabHasi padora «Co3aanne cucTeMbl 3allIMTHI MH(OPMAITUT
HA NpeInpUuATHI»

Cucrema 3amuThl HTHOOPMALIUN — 3TO KOMIUIEKC OPTaHU3ALMOHHBIX M TEXHHYECKUX MEp, HallPaBJICHHBIX
Ha obecrieueHue nHHOPMAIIMOHHON 0€30IaCHOCTH MPEANPHUATHA. | TaBHBIM 00BEKTOM 3aIIUTHI SBISIOTCS
JaHHBIE, KOTOpBIE 00padaTHIBAIOTCS B aBTOMATH3UPOBaHHOM cucteme ynpasineHus (ACY) u
3aJ1eiiCTBOBAaHbI P BBHITIOJHEHUH OU3HEC-TIPOLIECCOB.

OcHoBHbIE YTPO3bI 17151 HHPOPMAIIMOHHOM 0€301MacHOCTH JIF000i KOMITAHWU CBSI3aHbI C KpaXei TaHHBIX
(HampuMep, TPOMBIIIJICHHBIH IIMMOHAX), UCTIOIb30BAHUEM HEIPOBEPEHHOTO IIPOTPAMMHOTO 00ECTICUCHHS
(Hampumep, colleprKallero BUPYChl), XaKepCKUMHU aTaKaMu, MOJyYEHUEM cliaMa (TakKe MOKET COJIepiKaTh
BHUPYCHI), XaJJATHOCTBIO COTPYIHUKOB. Pexe yTpara JaHHBIX BbI3BAHA TAKUMHU IPUUMHAMU, KaK cOOH B
paboTe anmnapaTHO-IIPOrpaMMHOTO 0OecTiedeH s UM Kpaxka 000pyoBanus. B pe3ynbraTe KoMmanuu
HECYT 3HAYUTEJIbHBIE IOTEPH.

[Ipouecc co3nanus CUCTEMBI 3alIUThl THOPMAIIUN MOXKHO pPa3AeNuTh Ha TPH dTamna:
o (opMUpOBaHUE MOJUTUKU IPEAIPUITUS B 00J1aCTH HH(DOPMALIMOHHOM O€30MMaCHOCTH;
e BHIOOp U BHEAPEHUE TEXHUUYECKUX U MPOTPAMMHBIX CPEJCTB 3allIUTHI;

e pa3paboTKa U MPOBEJCHUE PsZla OPraHU3ALMOHHBIX MEPOTIPUSATHH.

HpI/I 9TOM CJICAYCT YUUTBIBATh I'OCY AaPCTBCHHBIC HOPMATHUBHBIC JOKYMCHTBI U CTAHAAPTHI, KOTOPHLIC
PEryjiupyroT BOIIPOCHI HHQ)OpMaHHOHHOfI 0€30ITaCHOCTH Ha MMpEaApUATUAX He(i)Tel"a?»OBOl"O KOMIIJICKCA.

IMosmTnka npeanpuaTHS B 00J1acTH HHGPOPMALMOHHOIT 6€30I1aCHOCTH

@OyHIaMEHTOM JUIsl CO3AaHUs CUCTEMBI 3aIUThl MHPOPMALIMY SIBIIETCS TOKYMEHT, B KOTOPOM
(bopMyIHUPYIOTCS IPUHIUIIBI ¥ OCHOBHBIE TIOJIOKEHUS TOTUTUKHU HPEIIPUATHS B 00JIaCTH
nHpopMalMoHHOH Ge3omnacHocTH. Kakue BOnpockl OH 0XBaThIBAeT?

1. Pazpabomxa npasoeozo obecneuenus 3augumol ungopmayuu. PaKTHUECKU 3TO CUCTEMA HOPMATUBHO-
MPaBOBBIX JJOKYMEHTOB, aKTyaJllbHBIX IS I€ATEIbHOCTH Npeanpusatusi. C ee MoMoIlblo, C OJJHON CTOPOHBI,
OTIPEIEISIOTCS MpaBmiia odecreueHrust THPOPMAIIMOHHON 0€30MacHOCTH Ha MPEANPUITHH (HapuMmep,
00513aHHOCTH COTPYIHHUKOB), a C IPYrOi — yCTaHABIUBAETCS OTBETCTBEHHOCTD 3a UX HapylieHue. B
COCTaB MPABOBOTO 00ECIEUEHUs BKIIFOYAIOTCS TOCYJaPCTBEHHBIE 3aKOHBI M aKThI (HAIpuMep, 3aKOH O
roCy/IapCTBEHHOM TailHe), BHyTPEHHIE HOPMATHUBHBIE U OPTraHU3AIMOHHBIE IOKYMEHTHI TPEIIPUATHS
(ycraB, mpaBuiia BHYTPEHHETO PACTIOPSIKA, MHCTPYKITAU JUTsI COTPYTHUKOB O COXPAaHEHUH KOMMEPUYECKOM
WJIA UHOU TalHBI U T.11.).

2. Onpeodenenue nOMeHUUANbHBIX Y2PO3 De3onacHocmu ungopmayuu. VIx MOXXHO pa3JeuTh HA TPU
TPYIIIBI — 3TO YIPO3bl, BO3HUKAIOIIHUE!

e BCJICJICTBUE JICUCTBUI YEIIOBEKA — ITO MOTYT OBITh KaK CITydyaifHbIe OIMOKY CIIEIIHATUCTOB
MPEANPUATHS pU paboTe ¢ HHPOPMAITMOHHOMN cHUCTEMOU (HENMPAaBUIBLHBIN BBOJ TAHHBIX WITH UX

y,Z[aJ'ICHI/IC), TaK U NPCAYMBIIIJICHHBIC JeHUCTBUSA (Kpaxca JAOKYMCHTOB WJIN HOCHUTENeH I/IH(I)OpMaI_II/II/I);

e BCJICACTBUC HCKOppCKTHOﬁ paGOTLI HJIN OTKAa3a TCXHUYCCKUX WJIN NPOTPAMMHBIX CPCIACTB (HaanMep,

c0oii B paboTe OnepalmoOHHON CUCTEMBI, BBI3BAaHHBIM BUPYCOM);

e 13-3a CTUXUHHBIX OCICTBUH, MPUPOIHBIX KaTAKIU3MOB, (POPC-MaKOPHBIX 0OCTOSTEILCTB (HABOAHEHUS,

I10’Kapbl, CMEPYH, BOEHHBIE JEUCTBUS U T.1.).



Crnrcok NoTeHUUaNbHBIX YIpo3 Al HHPOPMAIIMOHHON 0€30MaCHOCTH MPEIIPUITUS MOXKET OBITH OUYEHB
BeJMK. PekoMeH1yeTcst OLIEHUTh KA1yl U3 HUX C MO3UIIMU 3PaBOTO CMbICIIA WJIM JAHHBIX CTATUCTUKH, a
3aTeM MPOPAHKUPOBATH MO CTENIEHU BEPOSTHOCTH BO3HUKHOBEHUS M 00beMa MOTEHIIUAIBHOTO yiiepoa.

3. Cocmaenenue nepeuns 0aHHbIX, noonexcaujux 3aujume. Vindpopmarys, KOTopas UCIIONb3yeTCs Ha
MIPEANPHUATHH, MOXKET OBITh OTKPBITOH (IOCTYITHA JIJIsl BCEX) HIIM 3aKPBITOM (JIOCTYITHA /711 OTPaHUYEHHOTO
Kkpyra jun). K nepBoMy TUITy OTHOCATCS CBEAEHMSI, KOTOPbIE HE COCTABIISAIOT FOCYAAPCTBEHHON MU
KOMMEPUECKOH TalHbl, HE OTHOCSATCS K KaTeropuu KOH(PUIeHIMAIbHON HHPOPMAIIH (COTIacHO
3aKOHOJIATEIBCTBY MJIM BHYTPEHHHM JOKYMEHTaM MPEANpHITHs). Y1iepd oT moTepu NoA00HOTo poja
CBEICHUIA HE SBJISETCS 3HAUUTEIbHBIM, IOITOMY MX 3al[UTa HE IPUOPHUTETHA.

Ko Bropomy Tuny otHocsTcs:

e JIAaHHBIE, ABJISIOLIMECS TOCYIAPCTBEHHOM TaAMHOW — UX NEPEUYEHD OMPEAEIAETCS 3aKOHOIATEIIHCTBOM;

e KOMMEPYECKUE UJTU CITYKEOHBIE CBEICHUS — JIr00ast mH(popMaIus, CBI3aHHas C IPOU3BOICTBOM,
(brHAHCAMU, UCITOJIL3YIOIUMUCS TEXHOJIOTUSMH, YTEUKA WIIH yTpaTa KOTOPOU MOKET HAaHECTH yIepo

HHTEpecaM IpPeIpUSITUS;

e [ICPCOHAJIBHBIC JaHHBIC COTPYAHHUKOB.

Ota uHdopManus J0KHA ObITh 3alIMIIEHA B TIEPBYIO ouepe/ib. [ Kaxa0ro TUIa TaKoro poja JaHHBIX
YKa3bIBACTCsl, KK U TJIe OHU BO3HUKAIOT, C TIOMOIIIBIO KAKUX IMPOTPAMMHBIX MM TEXHUYSCKUX CPEIICTB
BeJeTCsl X 00padoTKa, Kakue Moapa3AeNieHus (COTPYAHUKH) C HUMH paboTaroT U T.1.

4. Coz0anue noopaszoenenus, OMeemcmeeHH020 3a 60nPocyl 3aujumsl unHgopmayuu. Kax npasuio, Ha
POCCUICKHX TPEANPHITUSAX CYIIECTBYET pa3zeicHue QyHKIIUN, CBSI3aHHBIX C 00eCIIeYeHUEM
MH(OPMALIMOHHON 6€30MMacCHOCTU. JTO MOAPA3yMEBAET, YTO 3a pa3pabOTKy MOJIUTHUKH 3alUThl JaHHBIX,
BBINOJIHEHUE OPTaHU3ALMOHHBIX MEp OTBEUYaeT CiIy»k0a 0€30MacHOCTH KOMITAaHUH, A BOIIPOCHI, CBSI3aHHBIE C
MIPUMEHEHHUEM JTF0OBIX MPOTrPAMMHBIX U allllapaTHBIX CPECTB, BKIOYalOTCs B KoMmrereHuto UT-
nojpasnenenus. Hepenko BOZHUKAIOT CUTYyalllu, KOT'/la CTPEMJICHHE KaK MOKHO Ha/IeXKHEe 3allUTUTh
JaHHBIE BCTYIAaET B MPOTUBOpPEUHE C NOTPEOHOCTIMH On3Heca npeanpustus. B Tom uucne sto
MIPOMCXOJIUT, €CJIN Mephl OE30MIaCHOCTH pa3padaThiBatoTCs 0€3 yueTa BO3MOXKHOCTEN coBpeMeHHbIX 1T-
CpeACTB.

Hanpumep, Ha 0THOM U3 NpeANPUATUHN CITyk0a 6€30M1acCHOCTH 3arpeTusa COTPYIHUKAM UMETh JJOCTYI K
pabouemy ajpecy JIEKTPOHHOH IMOYTHI U3 BHEITHEH Cpe/Ibl, MOTHBHUPYSI CBOE PEIICHHE HEOOXOIMMOCTHIO
n30exaTh yreuek HHpopmanuu. B pesynabprare cTaiau BOZHUKATh 3a/I€P’KKU MPU BHITOJIHEHUH OU3Hec-
IMpOLECCOB: COTPYAHHUKHU HE MOTJIM OIICPATUBHO ITPUHUMATDH HeO6XOI[I/IMBIe YHOPaBJICHYCCKHUEC PCIICHUS,
€CIIM OHU HAaXOWJIUCh HE B 0(HCe MPEeaNpusiTHs. YdacTie B pa3paboTke Mo00HO0M Mephl COTPYTHUKOB
NT-noapasnenenus mo3Boiauao Obl H30€KaTh ATOM MPOOJIEMBI: TOCTYM K paboyei mouTte ObL1 ObI
COXpAaHEeH, a 3allUuTa JaHHbIX o0ecreynBagach Obl 3a CUET MPUMEHEHHS TOMOJIHUTEIbHBIX TPOTPAMMHBIX
CpeACTB.

[ToaTomy Gonee mpaBUIBLHBIM MOIXO0IOM SIBIISIETCS CO3/IaHNUE €MHON TOYKU MPUHATHS PEIICHUH, a UMEHHO
CO3J/IaHME TIOJIpa3/IelICHus, 3aaueii KOTOPOro OYJIET pEIICHHEe BCErO CIIEKTPa BOITPOCOB TI0 3alTUTE
nH(pOpMaLIUY HA TIPEANPUATHH. B ero cocTaB HEOOXOAMMO BKIFOUUTH KAK COTPYTHUKOB CITYKObI
Oe3omacHocTH, Tak 1 U T-cnenuanucros.

5. Onpeoenenue 0CHOBHBIX HANPAGICHUIL 00ecneyeHUus UHpopmayuonnoil d6e3onacnocmu. B pamkax
pereHus AToM 3aa4u, B 4aCTHOCTH, 0003HaYar0TCsl KOMITOHEHTHI ACY, KOTOpbIe HYKIal0TCsI B 3aITUTE,
OTIpeETSAI0TC HeOOXOIUMBIEC TPOTPAMMHBIE U TEXHUUYECKUE CPECTBA, POPMYTUPYIOTCS
OpraHU3aIMOHHBIE MEPHI, HATIPABJICHHBIC HA 3AIUTY WH(OpMAIUH.

3amuTa aBTOMATH3UPOBAHHOI CHCTEMBbI YIIPABJIEHHSI: POrPAMMHBbIE H TEXHHUYECKHE CPeACTBA



OCHOBHBIM BOIIPOCOM B IUTaHE oOecreueHnus HHHOPMALIMOHHON O€30MaCHOCTH SBJIETCS 3alIUTa
ABTOMATU3MPOBAHHON CUCTEMBI YIIpaBJeHUs (€€ BO3MOXHAsl CTPYKTypa MpUBeAeHa Ha puc. 1), KoTopast
OCYIIECTBIISICTCS 3a CUET IPUMEHEHHUS IPOrPAMMHBIX U TEXHUUYECKHUX CPEJCTB.

CH0XHOCTB pemeHust 3TOH 3a1aun 00ycnaBiuBaeTcs IByMs (hakropamu. Bo-mepBbix, JOCTYI K pecypcam
CHCTEMBI UMEET OTPOMHOE KOJIMYECTBO I0JIb30BATEINCH (HECKOIBKO THICSY YEJIOBEK), KOTOPhIE HAXOSTCS B
HECKOJIbKUX TEPPUTOPUAIBHO-pACIIPEICIIEHHBIX M0Ipa3/ieieHusIX. Bo-BTOphIX, ee paboTa CTpOUTCS Ha
B3aUMOJCHCTBHH LIEJIOTO PsiJia TPOTPAMMHBIX M alIlIapaTHBIX KOMIIOHEHTOB.



CTpyKTypa KOHTPOJIbHO-OLEHOYHBIX MATEPUAJIOB VIS ATTECTALMY N0 Y4eOHOM
TUCUHMILIAHE

[To nucuuImMHe TPOBOAUTCS 3a4ET.

Bomnpocsl k 3aueTy:

CaoiicTBa HHpOpPMAIIH.

[TonsiTre nHGOPMALIMOHHON CUCTEMBI.

CtpykTypa nHOOPMAIITMOHHONW CUCTEMBI.

Knaccudukanus napopMaimoHHBIX CUCTEM.

[TonsiTue U BUBI yTpo3 O6€30MaCHOCTH UHPOPMALIUU.

Mopenb HapymuTess B aBBTOMAaTU3UPOBAHHBIX cUCTeMax 00pab0TKu MHGOPMALIHH.

[ToHsiTHE HECAHKIIMOHUPOBAHHOTO JIOCTYMA K MHGOPMALIHH.

OcHoBHbIE cTIOCOOBI HECAHKIIMOHUPOBAHHOTO JOCTyNa K HHPOPMAIIIH.

. Konuenuus odecneuenus: uHGOpMaIoHHOM 0€30MacHOCTH.

10 Mertonas! o6ecnieuenust UHOOPMAIIMOHHONW 0€30MacHOCTH.

11.TTpaBusna u cpeAcTBa pa3rpaHUYCHUS] JOCTyIIa B aBTOMAaTU3UPOBAHHBIX
MH(OPMALIMOHHBIX CHCTEMAaX.

12 . Knaccudukarusi aBTOMaTU3UPOBAHHBIX CUCTEM TI0 CTENICHH 3aIIUIIICHHOCTH OT
HECAaHKIIMOHUPOBAHHOTO JOCTYMAa K HH()OPMAIINH.

13.Knaccudukaius cpefcTB BBIYUCIUTEIHHON TEXHUKU MO CTENEHH 3alUIIEHHOCTH OT
HECaHKIIMOHUPOBAHHOT'O JIOCTYTAa K HH()OPMALIUH.

14 .TlonsiTue nHMOPMAITMOHHOTO MTPaBa.

15.I1puniunsl “”HPOPMAITMOHHOTO MpPaBa.

16.CyOneKkThl HHPOPMAIIMOHHBIX TPABOOTHOIICHUH.

17.TlonsiTHE TOCYTAPCTBEHHON TalHHBI

18.I1oHsiTHE KOMMEPYECKOM U CITy>KEOHOM TaifH.

19.TlonaTHE IEPCOHANBHBIX JAaHHBIX.

20.ITpaBoBbIe acTieKThl KOMIIBIOTEPHOU ceTn HTepHeT.

21. AqMuHHECTpaTHBHAS OTBETCTBEHHOCTD 32 MH(GOPMAIIMOHHBIE TIPABOHAPYIICHHUS.

22.YT0N0BHAas OTBETCTBEHHOCTH 33 MH(POPMAIIMOHHBIEC MTPECTYTIIICHHS.

23.MHpopMalimoOHHbBIE aCTIEKTHI TPYAOBBIX OTHOIICHUN.

24.0OCHOBBI CTaHIAPTHU3AINH U cepTUDUKAIIHT HHPOPMAITMOHHBIX TEXHOJIOTHH.

25.ITprHIUTIBI TOCTPOESHUS 3aIIUTH ABTOMATU3WPOBAHHON HHPOPMAIIIOHHON CHCTEMBI.

26.0OCHOBHBIE TIOHITHS KpUnTOrpadpuu.

27 11Indps c10KHOM 3aMEHBI (Ha MpUMepe CUCTeMbI udpoBanus Brokunepa).

28. AMmepukaHCKuii ctanaapt mudpoBanus qaHHex DES.

29.'OCT 28147-89. lllndpoBanre TaHHBIX B pEKUME TPOCTOM 3aMECHBI.

30.'OCT 28147-89. llludpoBaHue 1aHHBIX B PEKUME TAMMHUPOBAHHUS.

31.TTOCT 28147-89. llludpoBanue 1aHHBIX B pEKUME TAMMUPOBAHUS C OOpaTHON
CBSI3BIO.

32.'OCT 28147-89. BripaboTKa IMUTOBCTaBKH.

33.Kpunrocucrema mudpoanust JaHHbIX RSA.

34. Xou-¢pynkuun. CBoiicTBa X31-(QyHKINMA.

35.®yuknus xemupoBanus 'OCT P 34.11-94.

36.2nekTpoHHas udpoBas MOAMUCH (00ITHE TOHATHS). AJITOPUTM ITUDPOBOM MOATUCH
RSA.

CoNoaRrwDE



37.Anroput™ nudporoit noamnucu b ['amans (EGSA).

38.Anroput™m 1udpooit noamucu DSA.

39.0rteuectBennblii cranaapt nudposoit noanucu 'OCT P 34.11-94,
40.1TIpaBoBBIE OCHOBBI HCIIOJIH30BAHMS AJICKTPOHHOU 1TU(POBOM MOITUCH.



